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Safety Summary

Electrostatic Sensitive Device
Devices labeled with this symbol require special handling precautions as
described in the installation section.

Equipment Environment

All components, whether in transportation, operation or storage, shall be
in a noncorrosive environment.

A complete overview of environmental conditions is given in the user
manuals AC 800M Controller Hardware, 3BSE036351* on page 38 and
S800 I/0 Getting Started, 3BBSE020923* on page 38.

Electrical Shock Hazard During Maintenance
Disconnect power or take precautions to insure that contact with ener-
gized parts is avoided when servicing.

Network Security

The 800xA system shall be protected against deliberate, illegal intrusion.
It is the responsibility of the user of the safety system to establish and
maintain adequate network security measures adapted to the level of
openness in the particular installation.



Safety Summary (continued)

SPECIFIC Warnings related to Equipment Requirements on page 47:

WARNINGS For Normally De-energized Outputs, alarming is the only system reaction

upon detected failures, hence an alternative alarming path shall be estab-
lished by e.g connecting an external alarm device to a DO880 output con-
figured as NE. on page 47

Warnings related to Information Requirements on page 48:

Requirements and instructions marked with the Warning symbol in this
manual shall be adhered to for the system to remain in compliance with
the requirements of the certification. on page 48

The user shall verify that installed versions of hardware and software
modules are in compliance with the valid version of ‘Annex2 of the Report
on the certificate Z10 08 10 29902 005. This certificate is issued by TUV
Product Service GmbH. on page 48

Warnings related to Organization and Resources on page 50:

It is the responsibility of the end user of the product to ensure that all
organizational units involved during any phase of the Safety Life Cycle of
the product, possess sufficient competency. on page 50

Warnings related to Safety Lifecycle Activities on page 55:

Requirements in the application specific standards listed in the chapter
Applicable Specifications on page 35 and other relevant and valid applica-
tion standards shall be adhered to (e.g.EN 54, EN298). on page 55

Warnings related to Process Interface Selection on page 65:

For safety critical functions, only certified I/O modules shall be used. If
non- certified 1/0 modules are connected to a SIL2 Application, a warning
is given, but download of the Application is allowed upon engineer’s
approval. For SIL3 applications, download is prevented. on page 65
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Safety Summary (continued)

Warnings related to AI880A High Integrity Analog Input Module on
page 66:

The HART functionality of AI880A is approved to be interference free, for
non safety critical use. on page 66

The use of HART routing of AI880A during operation of the plant, shall be
restricted by configuration or by operational procedures. on page 66

Warnings related to AI880A as DI - Loop Supervised Digital Input
Module on page 66:

If the AIB8B0A as DI - Loop Supervised Digital Input Module is used with
an external field loop resistor network, this resistor network shall be con-
figured in accordance with the guidance in the user manual “S800 1/O -
Modules and Termination Units, 3BBSE020924* page 38”. on page 67

Warnings related to DI880 High Integrity Digital Input Module on page
67:

The sequence of event functionality of DI880 is certified interference free,
for non safety critical use. on page 67

If an input loop of DI880 is externally powered, the loop shall be equipped
with a current limiting device in the signal line. The current shall be limited
to 200 mA. on page 67



Safety Summary (continued)

Warnings related to DO880 High Integrity Digital Output Module on
page 67:

Normally De-energized DO880 channels can only be used in High
Demand applications provided the demand rate of the process exceed 10
minutes. on page 67

Normally De-energized DO880 channels used in loops were a false trip
directly cause a hazardous event (e.g. fire extinguishing with CO2) are
restricted to SIL2 if the field device has a response time that is shorter
than 10ms. on page 68

Normally De-energized DO880 channels are meant to be used with
latched field devices where no continuous energized safe state is
required. on page 68

Normally De-energized DO880 channels shall not be used in EN954-1
applications. on page 68Normally Energized DO880 channels used in
EN954-1 applications; Category 4 is supported from DO880 product revi-
sion G, older product revisions support Category 3. on page 68

When Normally Energized or Normally De-energized DO880 channels
are configured as inverted outputs, see Table 13, care must be taken to
handle the fact that at application delete the reaction of the outputs will
activate the inverted function. Application delete occurs when manually
deleting an application or manually selecting cold re-start at re configura-
tion. on page 68

For channels of the DO880 module configured as Normally Energized
Degraded Mode (NE-DM), the Safety Integrity Level is SIL3 Low demand,
or reduced to SIL2 High demand during the Degraded Mode time (72
hours). on page 68
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Safety Summary (continued)

Warnings related to Power Supply on page 69:

The AC 800M HI and the connected S800 I/O system (including field
power) shall be supplied from a SELV or PELV power supply connected
through the power voter SS823. Provided that each power supply contain
or are equipped with double over voltage protection (two independent
means of limiting the output voltage to max 30 VDC), the SS823 can be
omitted. on page 69

If any field device connected to the AC 800M Hl is externally powered, the
device shall be supplied from a SELV or PELV power supply connected
through the power voter SS823. Provided that each power supply con-
tains or is equipped with double over voltage protection (two independent
means of limiting the output voltage to max 30 VDC), the SS823 can be
omitted. When externally powered transmitters are connected to the ana-
log input module AI880A via a fuse rated 60V/<= 0.1A, the SS823 can be
omitted for loops up to SIL2. on page 70

Warnings related to Operator Interface on page 70:

If used, the Reset all Forces input shall be connected to an impulse type
panel button. on page 71



Safety Summary (continued)
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Warnings related to Software Architecture on page 76:

Modification of SIL3 application/task connection shall always be followed
by a cold restart of the controller. The need for changing task connections
can be avoided by changing task properties. on page 76

For all safety critical Applications, correct SIL shall be selected in Control
Builder M Professional. on page 77

Some of the function block types in MMSCommLib for communication
between applications in the same controller, are certified SILx Restricted.
This means that they are allowed to be used in SIL classified applications,
but the communicated data can not be used for safety critical functions. on
page 77

For exchanging safety critical data between Applications, the Control Mod-
ules MMSDefxxx and MMSReadxxx shall be used. The Valid parameter of
the MMSReadxxx shows whether the data can be trusted. In case of
invalid data, the application shall bring the related safety functions to safe
state. on page 78

The Control Modules MMSDefxxx and MMSReadxxx are designed to be
executed every scan of the application, hence any conditional execution
(for example, use of ExecuteControlModules() inside an if statement) shall
be avoided. on page 78

When establishing a safety critical communication link, the UniquelD
parameter represents the safety identification of the data and shall be
unique within the plant network. The UniquelD shall be identical in the
MMSDefxxx and MMSReadxxx. on page 78

The Control Modules MMSReadxxx provides parameters SILOutx showing
the SIL level of the communicated data. The application shall ensure that
the data origins from the same or higher SIL before it can be used in any
way that can interfere with the safety action of the SIL classified Applica-
tion. on page 78

Data originating from SILxRestricted System Functions/Library types and
data originating from NONSIL marked parameters (see Appendix A, Certi-
fied Libraries), shall not be communicated via the MMSDefxxx Control
modules. If this restriction is violated in a SIL3 application, it might result in
a Safety Shutdown of the related AC 800M HI controller(s). on page 78
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Safety Summary (continued)

When safety critical signals are communicated between Applications (in
the same or different controllers), the FDRT of the communication sub-
system shall be configured to match the process safety time of the con-
trolled process. Requirements for process safety time given in relevant
application standards (e.g. EN 298) shall be considered and fulfilled. on
page 79

In Applications where inputs reside in other Applications (and other con-

trollers), the design shall take into consideration the possibilities that the

“remote” inputs can be forced independent of the Force Control setting of
the “local” Application. on page 80

A philosophy for using either positive or negative logic shall be estab-
lished and followed consistently for the whole plant. Naming of variables
should reflect this philosophy to avoid confusion. on page 81

A philosophy for using retain/cold retain values shall be developed based
on the characteristics of the process to be controlled. The philosophy
shall be followed consistently for the whole plant. on page 81

If automatic restart of the process after a power failure is not desired, the
application program shall contain mechanisms to achieve the desired
behavior. on page 82

The application program shall be designed to handle faulty input and output
signals in accordance with the safety requirements for the plant. on page 83

To avoid dangerous situations at controller restart, care shall be taken
during application design, e.g. by using the 10.Status value to interlock
unwanted start-up actions. on page 83

When working with arithmetic operators and Mathematical System func-
tions, the user must take care to avoid illegal parameters, out-of-range
and overflow situations. on page 83
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Safety Summary (continued)

Warnings related to Programming Languages and Libraries on page
83:

For an overview of certification level and safety restrictions for System
Functions and Library Types, see Appendix A, Certified Libraries. on page
84

It is not allowed to use Functions, Function Blocks or Control Modules
marked as SILxRestricted in a way that can influence the safety function
of a SIL classified application. If such code affects an output from a SIL3
application, it might result in a Safety Shutdown. on page 85

It is not allowed to use output parameters from Function Blocks or Control
Modules marked with NONSIL in the parameter description in a way that
can influence the safety function of a SIL classified application. If such
code affects an output from a SIL3 application, it might result in a Safety
Shutdown. on page 85

If a faceplate with possibility for operator changes to objects in a SIL clas-
sified application is to be created, the guidelines for Confirmed Write sup-
port in chapter Access Management Settings on page 108 shall be
followed. on page 85

Warnings related to Control Builder M Professional - Settings and
Restrictions on page 86:

If the EN (Enable) input on functions and function blocks is used in FBD,
great care shall be taken to avoid unintentional stop of application execu-
tion. on page 88

Warnings related to Controller Settings and Restrictions on page 88:

When setting the “Application type” due care shall be taken to the proper-
ties of the process to be controlled by the AC 800M HI. on page 90

FDRT (Fault Detection and Reaction Time) is the maximum time from an
internal error occur in the controller, to the defined action is taken. This
time shall be set according to the process safety time and the demand
rate of the controlled process. on page 90
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Safety Summary (continued)

Warnings related to I/0O Module Settings on page 97:

To ensure safe operation and adaptation to the process, AI880A High
Integrity Analog Input Module, shall be configured according to the direc-
tions in Table 10. Safety Related Settings of AIB80A on page 97. on page
97

To ensure safe operation and adaptation to the process, AI880A as DI -
Loop Supervised Digital Input Module shall be configured according to
the directions in Table 11. Safety Related Settings of AI880A as DI - Loop
Supervised on page 100. on page 99

To ensure safe operation and adaptation to the process, DI880 shall be
configured according to the directions in Table 12. Safety Related Set-
tings of DI880 on page 101. on page 101

To ensure safe operation and adaptation to the process, DO880 shall be
configured according to the directions in Table 13. Safety Related Set-
tings of DO880 on page 102. on page 102

Warnings related to Configuration of DRT and FDRT on page 104

The Demand Response Time, DRT and Fault Detection and Reaction
Time, FDRT of a loop can be calculated using the figures in

Table 14. Response times for SIL2 systems on page 104. FDRT for SIL3
loops can be calculated using the formula described in FDRT for SIL3
loops page 105 on page 104

Warnings related to FDRT for SIL3 loops on page 105

When FDRT is required to be shorter then the configured diagnostic cycle
time (FDRT) user must in the application code connect channel error from
the 1/0 in such a way that the affected loop is brought to safe state. on
page 106
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Safety Summary (continued)

Warnings related to FDRT for SIL3 loops on page 105

During Warm Download and Hot Insert of SM811 the calculated shorter
FDRT is superseded by the configured diagnostic cycle time (FDRT). It is
the responsibility of the end user, via organizational measures, ensuring
that this can be done in a safe way. on page 106

Warnings related to Access Management Settings on page 108:

The “maximum number of forces” property shall be set based on the char-
acteristics of each application and the operation philosophy of the plant.
on page 109

The SIL Access level shall be configured based on the characteristics of
each variable and the operation philosophy of the plant. on page 110

Warnings related to User Defined Diagnostics on page 111:

If parameter errors on function blocks or control modules shall lead to a
system reaction, this shall be programmed in the application program. on
page 111

Warnings related to Software Verification on page 114:

The Source Code Report shall be carefully reviewed to verify correct
application programming. on page 114

Warnings related to Modification Testing on page 115:

Modifications affecting I/O connections shall be verified by testing in the
running AC 800M HI controller. on page 115
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Safety Summary (continued)

Warnings related to Installation and Commissioning on page 116:

If required environmental conditions during operation are not yet estab-
lished, interim measures shall be taken to avoid damage of the equip-
ment. on page 116

To ensure a safe mechanical installation and assembling of the equipment
at installation site, the guidance described in the user manuals AC 800M
Controller Hardware, 3BBSE036351* page 38 and S800 I/O Getting
Started, 3BBSE020923* page 38 shall be followed. on page 116

To ensure a safe electrical installation and power up of the equipment at
installation site, the guidance described in the user manuals 800xA Sys-
tem, Site Planning, 3BUA000258* page 38, AC 800M Controller Hard-
ware, 3BSE036351* page 38 and S800 I/0O Getting Started,
3BSE020923* page 38 shall be adhered to. on page 117

Warnings related to Program Download and Startup on page 117:

During online download (normal application update or LEG), the user
shall take appropriate precautions dependant of the properties and the
time demands of the process under control. on page 117

To ensure a safe download and startup of applications to the AC 800M Hl,
the steps described in Table 17. Program Download Procedure on page
118 shall be performed. on page 118

Warnings related to Program Download with LEG on page 120:

Program Download with LEG to an AC 800M HI is not allowed if any
changes to the controller configuration is made. on page 120

To ensure a safe program Download with LEG to the AC 800M HI, the
steps described in Table 18. Program Download with LEG Procedure on
page 120 shall be performed. on page 120

The displayed data in the evaluation report on the Control Builder M Pro-
fessional screen can not be used to validate the safety function of the
application. on page 121
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Safety Summary (continued)
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Warnings related to Operation Procedures on page 124:

The operation procedures shall emphasize the operator’s responsibility to
verify his operations by checking the Confirm Operation dialog. on page
125

If the HART routing functionality of AI880A is not restricted by the configu-
ration settings of the module, the operation procedures shall include
restrictions for use of this function. on page 126

Warnings related to Maintenance Procedures on page 126:

In redundant DO880 configurations, faulty DO880 modules shall be
removed from the system within the repair time of 72 hours. on page 127

Online replacement (Hot Insert) of the SM811 will lead to a short stop of
the SIL3 applications. The stop time is limited by the configured FDRT. on
page 127
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Safety Summary (continued)

Warnings related to Application Modifications on page 129:

To verify that no unintended changes to the SIL part of the system are
done, always examine the difference report before download, (see Differ-
ence Report on page 112). on page 129

Warnings related to Firmware Upgrade on page 129:

To ensure a safe Firmware Upgrade of a stopped AC 800M HI, the steps
described in Table 19. Firmware Upgrade Procedure on page 130 shall
be performed. on page 130

Before Online Upgrade is started, check that the “Online Upgrade Han-
dover Limit” is set in accordance with the time demands of the process
under control. on page 131

Online Upgrade of an AC 800M Hl is not allowed if any changes to the
controller configuration or application is made. on page 132

To ensure a safe Online Upgrade of firmware in a running AC 800M HI,
the s described in Table 20. Online Upgrade Procedure on page 133 shall
be performed. on page 132

3BNP004865-510 17



Safety Summary (continued)

SPECIFIC Cautions related to Equipment Requirements on page 47:

CAUTIONS If the AC 800M HI is used without an 800xA Operator Workplace, the sys-

tem alarm output (O2) on the SM810/SM811 shall be connected to an
external alarm device in order to alarm detected errors, see Physical I/O
for Operator and Maintenance Personnel Interaction on page 70. This is
also recommended when using 800xA Operator Workplace in order to
achieve a diverse alarming path. on page 47

Cautions related to System Structure Selection on page 59:

The local built-in electrical ModuleBus cannot be used in configurations
with redundant AC 800M HI. on page 63

Redundant AC 800M HI processor units, require redundant optical Clus-
ter Modems. on page 63

In redundant AC 800M HI systems, the CEX-Bus shall always be con-
nected via the CEX-Bus Interconnection Unit, BC810. on page 64

Cautions related to Process Interface Selection on page 65:

If the input loops of AI8B0A are externally powered, or another risk of
applying 24V to the signal line is present, the loop should be equipped
with a fuse (rated <= 0.1A) in the signal line to avoid possible overheating
of the shunt stick during fault situations. on page 66

If the input loops of AIB80A as DI are externally powered, or another risk
of applying 24V to the signal line is present, the loop should be equipped
with a fuse (rated <= 0.1A) in the signal line to avoid possible overheating
of the shunt stick during fault situations. on page 67
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Safety Summary (continued)

Cautions related to Site Planning on page 72:

To ensure a safe and reliable mechanical installation and assembling of
the equipment at installation site, the guidance described in the referred
manuals shall be adhered to. If not all recommendations given in these
manuals are strictly followed, the responsibility lies with the user to dem-
onstrate an equivalent safe and reliable assembling and installation of the
equipment. on page 73

Cautions related to Software Architecture on page 76:

To avoid availability problems due to transient high traffic situations in the
TCP/IP communication, the Timeout parameter of the MMSReadxxx
Modules should be set to 5 seconds. on page 79

To avoid time-out/invalid data on peer-to-peer links during Online Upgrade
of firmware, the ‘OLUTimeOut’ parameter of the MMSReadxxx Modules
shall be set to at least 10 seconds longer than the ‘Online Upgrade Han-
dover Limit’ configured in the corresponding server (controller) to be
upgraded. on page 79

Do not configure cold retain on parameters of SILxRestricted types and
NONSIL marked parameters used in SIL3 applications. Doing so will
obstruct automatic start after a Power Failure of the system. on page 81

Cautions related to Mechanical Completion on page 116:

Before connecting any external devices to the AC 800M Hl, voltage level
and polarity shall be verified. on page 117

Cautions related to Online Upgrade on page 131:

To avoid time-out/invalid data on peer-to-peer links, the ‘Access Enable’
input in all clients shall be activated. on page 132
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Safety Summary (continued)
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About This Book

General

Purpose and Scope of the Manual

This manual provides guidelines and safety considerations related to all safety
lifecycle phases of an AC 800M HI. The recommendations and requirements in this
manual shall be considered and implemented during design, installation,
commissioning, operation and decommissioning of the product.

The manual is an integral part of the AC 800M HI certification and has been
approved by TUV.

The manual is structured to comply with the safety lifecycle described in

IEC 61511, and addresses all phases from initial concept, design, implementation,
operation and maintenance through to decommissioning of an installation.

The scope of the manual is limited to activities related to the engineering and
operation of an AC 800M HI, but where special requirements or expectations to the
output from earlier phases (e.g. process hazard and risk assessment) exist, they are
listed. Similarly the manual does not describe all requirements to an engineering
project execution, but relates the AC 800M HI specific requirements to such a
process as described in IEC 61511.

The manual contains requirements for quality systems, documentation and
competence; these requirements are NOT replacement for the user company’s
quality systems, procedures and practices.

Local statutory regulations, should they be stricter, shall always take precedence
over this manual.

ﬂ The safety instructions of this manual take precedence over corresponding
instructions given in other user manuals to the system.

ﬂ For detailed technical information and operation instructions, the reader is
referenced to Related Product Documentation on page 38.
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Intended User

This manual is intended for all people involved in the complete lifecycle of the
AC 800M HI, including those responsible for planning of safety activities. The
safety lifecycle of the AC 800M HI, comprise all activities from the equipment
arrives from the factory until it is safely disposed after the operation period.

Manual Organization

This manual is organized in three sections as described below; this introduction
gives a short summary of the content of each section as guidance to the reader.

Section 1 - Introduction

Describes general safety principles applicable to the AC 800M HI and its use. This
section also contains a brief overview of the main characteristics and intended use of
the AC 800M HI.

Section 2 - Management of Functional Safety

Provides input to the management activities that are necessary to ensure that the
functional safety objectives are met during all phases of the lifecycle of the AC
800M HI.

Section 3 - Safety Lifecycle Activities

Contains guidelines and requirements related to the use of the AC 800M HI during
all phases of its lifecycle. To make information available as easy and intuitive as
possible to the user, this section is organized in accordance with the safety lifecycle
process as defined in IEC 61511. E.g. information related to commissioning work is
found in the sub-clause “Installation and Commissioning”.
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Warning, Caution, Information, and Tip Icons

This publication includes Warning, Caution, and Information where appropriate
to point out safety related or other important information. It also includes Tip to
point out useful hints to the reader. The corresponding symbols should be
interpreted as follows:

Electrical warning icon indicates the presence of a hazard that could result in
electrical shock.

Warning icon indicates the presence of a hazard that could degrade the safety
function of the system, hence result in personal injury or death.

discussed in the text. It might indicate the presence of a hazard which could
result in corruption of software or damage to equipment/property.

Information icon alerts the reader to pertinent facts and conditions.

Tip icon indicates advice on, for example, how to design your project or how to
use a certain function.

@ Caution icon indicates important information or warning related to the concept

Information marked with the Tip icon is regarded as guidance of good practice,
but not required.

Although Warning hazards are related to personal injury, and Caution hazards are
associated with equipment or property damage, it should be understood that
operation of damaged equipment could, under certain operational conditions, result
in degraded process performance leading to personal injury or death. Therefore,
fully comply with all Warning and Caution notices.
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Document Conventions

Microsoft Windows conventions are normally used for the standard presentation of
material when entering text, key sequences, prompts, messages, menu items, screen
elements, etc.

Terminology

A complete and comprehensive list of Terms is included in the Industrial'

Extended Automation System 800xA, Engineering Concepts instruction
(3BDS100972%). The listing included in Engineering Concepts includes terms and
definitions as they apply to the 800xA system where the usage is different from
commonly accepted industry standard definitions and definitions given in standard
dictionaries such as Webster’s Dictionary of Computer Terms. Terms that uniquely
apply to this instruction may be included here as part of this document.

The following terms and abbreviations are defined either by IEC 61508/IEC 61511

(in bold) or by ABB.

Term Description

AC 800M HI AC 800M High Integrity

Al Analog Input

AK 1-6 Anforderungs Klasse 1 to 6 (Requirement Class, RC)
according to the withdrawn standards DIN V 19250/ DIN
V VDE 0801.

Application User-defined logic. Used in Control Builder M
Professional to denote a “container” for executable
programs and data that are grouped together.

BPCS Basic Process Control System (IEC 61511)

CAT Category of safety related equipment according to the
withdrawn standard EN-954-1.

CC Continuous Control output, no “trip” direction is defined.
Safe state is defined as de-energize.

CEX-Bus Communication Expansion Bus
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Term Description
Channel Element or group of elements that independently
perform(s) a function.
CM Cluster Modem

Common cause failure | Failure, which is the result of one or more events,
causing coincident failures of two or more separate
channels in a multiple channel system, leading to
system failure.

Controller configuration | Hardware configuration or setup of a controller, including
configuration of 1/0, communication, access variables,
resources/tasks (interval time, priority, etc.) in addition to
the 1/0 connection.

CPU Central Processing Unit
CRC Cyclic Redundancy Check
Critical Loop Consist of all components involved in reading inputs

(from the terminal of the input module), executing safety
application and controlling the outputs (to the terminals
of the output module).

CTA Compiler Test Application, an automatically generated
Application used to verify that the IEC61131-3 compiler
works properly.

DRT, Demand Time from a demand to a sub-system and until the
Response Time correct state on this sub-system output, is achieved.
DI Digital Input

Diversity Different means of performing a required function.
DO Digital Output

ESD Emergency ShutDown

F&G Fire and Gas (detection system)

Failure The termination of the ability of a functional unit to

perform a required function.
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Term

Description

Fault

Abnormal condition that may cause a reduction in, or
loss of, the capability of a functional unit to perform a
required function.

Fault avoidance

Use of techniques and procedures, which aim to avoid
the introduction of faults during any phase of the safety
lifecycle of the safety-related system.

Fault tolerance

Ability of a functional unit to continue to perform a
required function in the presence of faults (NOTE:
Assuming safety functions, not process availability
issues).

FBD

Function Block Diagram

FDRT, Fault Detection
and Reaction Time

The maximum time from an error occurs to the
defined action is taken.

Force Forcing an I/O variable causes a stop in the automatic
update, and manual entry of values is possible.
When an input channel is forced, the forced value is
passed to the Application.
When an output channel is forced, the forced value is
passed to the output module.

FPGA Field Programmable Gate Array

FPL Fixed Program Language (IEC 61511)

FSA Functional Safety Assessment

FVL Full Variability Language (IEC 61511)

Gray channel

Part of a system or function where any potential
influence on safety is detected externally from the gray
channel by the safety system.

Hot replacement

Replacement of hardware that may be done with power
connected to the unit.

IL

Instruction List
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Terminology

Description

Interference free

Hardware and software functions certified to be used in
AC 800M HI for non safety related functions.

LD

Ladder Diagram

LEG

Load Evaluate Go: A function to enable dynamic
comparison between running application and new
application.

Logic solver
(IEC 61511)

That portion of either a BPCS or SIS that performs one
or more logic function(s).

Note: Sensors and final elements are not part of the
logic solver.

LVL

Limited Variability Language (IEC 61511)

Mode of operation

- Low demand: where the frequency of demands for
operation on a safety-related system is no greater than
one per year and no greater than twice the proof-test
frequency.

- High demand or continuous: where the frequency of
demands for operation on a safety-related system is
greater than one per year or greater than twice the proof-
test frequency.

MTU

Module Termination Unit

NC

Normally Closed

ND

Normally De-energized output, energize to trip
Safe state is defined as de-energize.

NE

Normally Energized output, de-energize to trip
Safe state is defined as de-energize.

NO

Normally Open

On-line replacement

Replacement of hardware/software parts without
affecting the process under control.
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Term Description

PELV Protected Extra Low Voltage (earthed SELV)
An electrical system in which the voltage cannot exceed
ELV (IEC 61131-2: 60V DC) under single fault conditions
except earth faults in other circuits, (IEC 61140 ch.
3.26.2).

PFD Probability of Failure on Demand

POU Program Organization Unit

Proof Test Test performed to reveal undetected faults in a safety
instrumented system so that, if necessary, the system
can be restored to its designed functionality.

PST The Process Safety Time is defined as the time a

process can withstand an incorrect control signal.

Random hardware
failure

Failure, occurring at a random time, which results from
one or more of the possible degradation mechanisms in
the hardware.

RCU Redundancy Control Unit (part of redundant PM86x)

RCU-link Cable to be connected between two redundant PM86x
modules.

Redundancy Existence of means, in addition to the means which
would be sufficient for a functional unit to perform a
required function or for data to represent information.

RRF Risk Reduction Factor

Safety Critical Hardware and Software functions classified SIL1-3.

Safety function

Function to be implemented by an E/E/PE safety-related
system, other technology safety-related system or
external risk reduction facilities, which is intended to
achieve or maintain a safe state for the equipment under
control, in respect of a specific hazardous event.

Safety integrity

Probability of a safety-related system satisfactorily
performing the required safety functions under all the
stated conditions within a stated period of time.
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Terminology

Term

Description

Safety integrity level

Discrete level for specifying the safety integrity
requirements, in IEC 61508 and IEC 61511, level 4 has
the highest level of safety integrity and level 1 the lowest.

Safety Layer

An additional layer on top of a communication protocol
(additional to the ISO layers) realized in the safe
environment. The intention is to cover all potential faults
described in the deterministic fault model, without
analyzing in detail all elements of the communication
link. These elements can then be viewed as a gray
channel.

Safety lifecycle
(IEC 61511)

Necessary activities involved in the implementation of
safety instrumented function(s) occurring during a period
of time that starts at the concept phase of a project and
finishes when all of the safety instrumented functions are
no longer available for use.

SELV

Safety Extra Low Voltage

An electrical system in which the voltage cannot exceed
ELV (IEC 61131-2: 60V DC) under single fault conditions
including earth faults in other circuits, (IEC 61140 ch.
3.26.1).

SFC

Sequential Function Chart

SFC - Simultaneous
Sequence

A SFC structure that allows several branches to execute
simultaneously.

SFC - Sequence

A SFC structure that allows execution in only one of

Selection several alternative branches.

SFF Safe Failure Fraction

SIF Safety Instrumented Function (IEC 61511)

SIL Safety Integrity Level according to IEC 61508 and IEC
61511.

SIL2 Hardware and software functions certified according to

SIL2 to be used to control safety devices in a safety
system.
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Term

Description

SIL2 Restricted

The Function, Function Block or Control Module can be
used in a SIL1-2 Application, but the data from the
outputs may not be used in the critical loop.

SIL3

Hardware and software functions certified according to
SIL3 to be used to control safety devices in a safety
system.

SIL3 Restricted

The Function, Function Block or Control Module can
exist in a SIL3 Application, but the data from the outputs
shall not be used in the critical loop even if a safety layer
is added.

SIS Safety Instrumented System (IEC 61511)

SOE Sequence Of Event

ST Structured Text

Sub-system Part of a system (e.g. component as I/O module, /0
system or software “package”).

Synch Link Cable to be connected between two redundant SM811
modules.

Task A task is an execution control element that is capable of
starting, on a periodic basis, the execution of a set of
POUs (Programs, Function blocks, functions, etc.).

Validation Activity of demonstrating that the SIF(s) and SIS(s)

(IEC 61511) under consideration after installation meet in all respects
the safety requirements specification.

Verification Activity of demonstrating for each phase of the relevant

(IEC 61511) safety lifecycle by analysis and/or tests, that, for specific

inputs, the output meet in all respects the objectives and
requirements set for the specific phase.
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Term Description

VMT Virtual Machine Test, an automatically generated
Application used to verify certain functions in the AC
800M HI.

Watchdog Combination of diagnostics and an output device (e.g. a
switch) for monitoring of the correct operation and taking
action upon detection of an incorrect operation.

Applicable Specifications

This product meets the following laws and standards.

Laws and Directives

2006/95/EEC Low Voltage Directive
2004/108/EEC EMC Directive

93/68/EEC and amendments | CE marking Directive

98/37/EC Safety of Machinery (to the extent applicable)

94/9/EC — ATEX directive Electrical and mechanical equipment and protective systems, which
may be used in potentially explosive atmospheres

General Safety Standards

IEC 61508 1999/ | Functional safety of electrical/electronic/programmable
2000 |electronic safety-related systems

ISO 13849-1 2006 |Safety of machinery - Safety-related parts of control systems
Part 1: General principles for design

IEC 62061 2005 |Safety of machinery — Functional safety of safety-related
electrical, electronic and programmable electronic control
systems

EN 954-1 1996 |Safety of machinery - Safety-related parts of control systems

3BNP004865-510 35



Additional Approvals for Safety Compliance

EN 61131-2 2007 |Programmable controllers — equipment requirements and test
EN 60204-1 2006 |Safety of machinery - Electrical equipment of machines
Part 1: General requirements (to the extent applicable)
EN 61000-6-4 2007 |Generic standard - Emission for industrial environments
EN 61000-6-2 2005 |Generic standard - Immunity for industrial environments
IEC 60079-0 Ed. 3.1(") 2004 |Electrical apparatus for explosive gas atmospheres
Part 0: General requirements
IEC 60079-15 Ed. 2.0(") 2001 Electrical Apparatus for Potentially Explosive Atmospheres

Type of Protection n

(1) The AC 800M Hil is designed in accordance with this standard. The standard is not included in the certification.

Additional Approvals for Safety Compliance

UL 508 1998 | Industrial Control Equipment

UL 1998 2004 | Standard for Software in Programmable Components

FM 7605(") 1999 |Programmable Logic Control based Burner Management
Systems

CSA 22.2.NO.142- 2000 |Process Control Equipment

M1987?)

EN 50178 1997 |Electronic equipment for use in power installations

(1) Only a selected number of AC 800M HI boards are certified according to FM7605
(2) The AC 800M Hil is designed in accordance with this standard. The standard is not included in the certification.
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Application Standards (to the extent applicable)

IEC 61511 2003 | Functional safety - Safety Instrumented Systems for the
process industry sector

ISA S84.01 2004 | Application of safety instrumented systems for the process
industries

ISO 10418 (API RP 14c)(") | 1993 | Petroleum and natural gas industries — offshore production
platforms — Analysis, design, installation and testing of basic
surface safety systems

EN 50156-1 2004 | Electrical equipment for furnaces

EN 298 2003 | Automatic gas burner control systems for gas burners and
Ch 8,9,10 gas burning appliances with or without fans

EN 54-2 and -4 1997 |Fire detection and fire alarm systems

NFPA 72 2007 |National Fire Alarm Code

NFPA 79 2007 |Electrical Standard for Industrial Machinery

NFPA 85 2007 |Boiler and Combustion Systems Hazards Code

Ch4.6.3 (compilation of 8501 — 8506)

prENV 1954(") 1995 |Internal and external fault behavior of safety-related electronic

parts of gas appliances

(1) The AC 800M HiI is designed in accordance with this standard. The standard is not included in the certification.

Withdrawn Standards

DIN V 19250 1994 | Fundamental safety aspects to be considered for
(withdrawn)(!) measurement and control equipment

DIN V VDE 0801 inc. A1 1990 |Principles for computers in safety-related systems
(withdrawn)“)

DIN VDE 0116 1989 | Electrical equipment for furnaces
(withdrawn)“)

(1) The AC 800M HiI is designed in accordance with this withdrawn standard.

3BNP004865-510 37




Related Product Documentation

About This Book

Related Product Documentation

A complete list of all documents applicabl